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Password Guessing Model Based on Reinforcement Learning

LI Xiaoling' , WU Haotian' ,ZHOU Tao' and LU Hui*
1 School of Computer Science and Engineering, South China University of Technology,Guangzhou 510006, China

2 Cyberspace Institute of Advanced Technology,Guangzhou University, Guangzhou 510006, China

Abstract Password guessing is an important research direction in password security. Password guessing based on generative ad-
versarial network(GAN) is a new method proposed in recent years,which guides the update of the generator according to evalua-
tion results on passwords generated by the discriminator. Consequently, password guessing sets can be generated with trained
GANSs. However, the existing GAN-based password guessing models have low efficiency due to inadequate guidance of the dis-
criminator to the generator. To solve this problem,an improved GAN password guessing model AC-Pass based on reinforcement
learning Actor-Critic algorithm is proposed. The AC-Pass model guides the update of the generation strategy of the Actor net-
work at each time step through the output rewards of the discriminator and the Critic network,and realizes the reinforce guidance
of password sequence generation process. The proposed AC-Pass model is implemented on RockYou, LinkedIn and CSDN data
sets and compared with PCFG model and the existing GANs-based password guessing models such as PassGAN and seqGAN.
Results on homologous testing sets and heterologous testing sets indicate that password cracking rate of AC-Pass model on the
guessing set is higher than that of PassGAN and seqGAN. Moreover, AC-Pass shows better guessing performance than PCFG
when the password spatial distribution between the testing set and the training set is significant. In addition, the AC-Pass model
has a large password output space. As the size of password guessing set increases,the cracking rate continues to rise.

Keywords Password guessing.Deep learning, Reinforcement learning, Actor-Critic algorithm, Generative adversarial network
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r(s, =Y sa1=y1)=

1

*D‘;(YY:T)’YY;TGMC(;Q Y03 ND S, 1T
N ! (12)

D, (Y,1), (+H1=T

Hodr, D, R H 545 o
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I 545 D, 38 3 BLSE A Actor W 4% A2 B Y HE B 10 A 24T 1)1
Yo X T ECSE O A FRH IRAT A B 5 g A0 o MR i T
130 TR Al 2 77 51, DU 73 B2 ) 530 45 1) i 1 ME 50 T 0, B
A S 3] 1 A 2 R BN =X (13) T 7R

DLoss, = —EYNRM [logD,(Y)]—Ey g, [log(1—

D%,(Y,)‘)j (13)

Horb Ry 2 H SRR E I, Gy R IR Actor W45 1Y A UK
W 5 A2 2] B 1A A

S )4 1) DG BHEAE TR AE SR I, U A 14 0T B o 4R
IO M B A AR R A R ORUE R E S 00 R M L i DR IE

Complete Embedding

Convolution Pooling
Layer Layer
| Convolution Pooling
Passwords Layer Layer

Convolution Pooling
Layer Layer

r(sa) RMERRPE . O R TR 48 I 28 78 SCAR 70 2R v A B R
LS i 22 BT PR O AR 2 O 46 A S R E R IR 5 WD
T A F S FE S S ORI RE 22 00 A TR KL 4 A
EHHE T RET Z D FHHNERERDAFRNERE.
B2 THON ML E, MAZEOLSFI A, 5
JeHEAT IR AL B, 2 )5 Gl 2 A AT A R AR AL )2 B2
BURIE 28 J5 10 2 32 OB /9 e AiF , 4R U A 5% 22 J2 Al drop-
out JZ 1, A A5 B % 58 1 A JF ) Oy HSE DA B LR
I B 22 dropout J2 & 2 T i 4 Y B R 45 1R A A i

& [

Concat [ Residual Dropout One-step
Layer Layer Reward

=

P2 5 2% A

Fig. 2 Network structure of discriminator

3.5 EZEimig

AC-Pass BRI B ANEVE 1 iR . B 58 R IR
RUR AR T X Actor W %% 3EAT T &5, 4K )5 fff T B 25 )5 19
Actor M4 R AR 1 A A 5ERELH S &
KGR AT WO SR . B ZR 58 WU 7% EEAT Actor 4
Critic W2 R 5] 25 22 B #4725, Actor [ 4% 5 4 il — 4>
F1 A A, 0 T X0 LA 3l 1 2 5 RIS 3 BRI T3 Ac-
tor P48 F Critic W24 19280 48 )5 & BRI Actor 2% 28 B
B M i 14 0 S A U 2 ) S s 5 DT S P 10 ) 8% 69 40 9]
REJI S Actor W45 AN Critic W45 A +F B 409 I8 2, H 5
Actor P48 ARFF BN 1Y A 5 W% L B8 88 A2 L5 E 92 1 A AR L
B4,
ik 1 AC-Pass BRI Z
HIA:(GorGps Vs Dy Raaa s T ¥y ac-iters, d-iters)
L WA Go» V., D, 1 W 26 S50
2. £ Raua L FIH MLE X Go 2547 F 1 5

3.8<0

4. BT Go A Y H 1B 114 F1 R o X D #E4T T 25

5. for epoch<—1 to total-epoch do

6. for iteration<—1 to ac-iters do

7. Initialize so (first state)

8. for t<=1 to T do

9. Generate a password character a, ~Gy( * | s,—), observe
St

10. Compute r(s—1,a) by Eq. (12), compute V, (s—1),V,
(s)by V,

11. S r(si—1,a)+7 V,(si—1)—V,(s)

12. Update Gy via policy gradient Eq. (6)

13. Update V,via Eq. (10)

14. end for

15.  end for

16. B<0
17.  for iteration<1 to d-iters do
18. Use current Gy to generate fake passwords and combine with

given real passwords Ruau

19. Train discriminator Dy by Eq. (13)
20.  end for
21. end for

XF Actor [ 46 R 51 45 HEAT TN SRR T kA A I 2k
B 5 R X A B 4 T, H o (6D L 20100 L KR (1)
A AT, Actor [ 4 A i W 1 A A AR B8 T Crritic 4% 14 fii 1
V7, Cs) 155 40 1) 48 8 A DG BG4 PR 25 8 v (5,00 s 4V, ()
7 Cs s a) /700 7 A B0 30 AU 107 19 L2 (D) » Actor R 45 14 A=
SR W I 25 B AT 5 [RDRE ML L Critic 190 46 194 11 2t 0 0 T 040 00 2% 5
M) ) 28 I 25 AR #5F Actor W48 19 A48 1SR IS Gy . T UL,
Actor M5  Critic [ £ F1 3 51 &% = 5 AH B 4K #6 A 6 20, 3% 5
0 AC-Pass I 25 3 2 vh 25 25 o 30 U1 25 TR e e 85 45 )
B, BNk L R, W] B R TR IE Actor %% | Critic 9 %% 1)l
GRit B 2B (o) I MERR T, [RLERT Actor 4% | H0 51 45 itk
1T 4 .

4 KBWERSHWH

M2 0 AR AW KEETE 6~10 Z [ 04 1E
& A4 ik 60 %6 L BT S IA A P AR 1R O A B R
FRERKELE 6~10 Z 8 114, K 30 A7 5 A5 0 52 40 4] 75
K REAE 6~10 Z ARy 4,
4.1 HIE&E

AR T E A 3 A KB Y 1T S R 14 4E : Rock-
You, LinkedIn #l CSDN, H H RockYou 14 %5 LinkedIn
14 2K U5 T SC AR TS 50 8] (8 450380 AN 8] B 09 3l 114 28 [] 43
i 22 4/ ; CSDN 1A £k I8 T 5 51 P A~ 14 4 0k 5 5t
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IR N N E S o m g i B i = ol N o
RockYou H 44 fBEHLIESE 600 J7 K EELE 6~10 Z 0] Y 1
A I 80 Y /E A IR 4E 45 T F Y 20 %6 rh oA HE AR I R 4
BN 52 1A g K 4 5 3 4b . B LinkedIn FI CSDN H 4
ST R EE 6~10 Z A H &K B AE RockYou Yl R & 1
REE OAMAE MR, £ 1 PRH TR A B 45 1 40
HEE.

F1 BEENRITEL

Table 1 Statistics of datasets
Dataset Training Set Testing Set
RockYou 4800000 1197868
LinkedIn 0 42068370
CSDN 0 2709189

4.2 ftbiEad

T VM A SCEE 9 AR A AT A SR Sk R 2 A
— BT AR A A R AT MR RE T L, R R T AR O 4
B ATE PCFGLY (3T GAN (1% F1 4 5 i B 5 PassGANE
Fl seqGAN™

PCFG: X 114 {45 K 20 R lF A7 A . B 28 G 1T DA 461
H A 8545 B B F 30T 56 Se ik 3 m - 4R 5 A S BA 5
I 25 6 I HE 5 10 O 37 A T 0 A 5 4 I O R S 4 A1
Xof 1A G5 0 AT BUTE 45 51 LIS SR 7 HE S B9 11 A D4

PassGAN: H 13T GAN {9 11455 e B, 78 A 2%
AR SE B T A R T A S B T A A R Ry LR
R EL KI5 AR 0 500 25 04 W 8 T AR R AT S BCE T R R
FHAN R A7 1 A s AR B 1 A 4

seqGAN: B 3k F i fb 2 > Fl GAN 9 55 10T 51 A iU AR
R, N BT A A B AR A R B R T e PSR o AR AR AL
PR SR RS S 5 rollout % W ) B 2% X 51 o 4 —
BFTA) 25 B Bl AR 45 22 B, 22 0 AR 2 B 1Y SR AT S8 1 R AT 0K
W Ao T2 BT i A5 0 A O 1 A O e A A B U A
4.3 BHEBESITMH

Actor R %% 5 Critic F#&H LSTM 1Y 52 4k 1 3% &
R 128, F 590 2% (4 i ik A 4E BE Cemb_dim) N 64, FFUZ3E 5 4,
BRI NS K (6. emb_dim) (T,emb_dim) (8,emb_dim)
9 emb_dim) (10 ,emb_dim) %t I () 38 FAZ A $N 100,200,
200,200,200, A MG —RH Adam fifb# . Actor M4
M ERIARGAS GHET LR, BEREGEHE &S
. b TN T B AR A2 T R E L G 1Y S BT R
J& TG, W EEFE R 0.8,

AR SR 1A 0 A 2 A g A5 R RG i PR R 09 DAL 6 AR L £
5 55 U 25 A Sk U5 [0 0% [0 500 3 A 0 A 2 LA R 5 I 2 4
e VFE AR R A L AR R . DA S R AR Y B AR
JE A AR A B, AR A B AR R M, 2R
B AR VT 14 S P ELSE 04 I AR R B R

14 BB i 356 19 11 58 5 0k

< . _guess_unique_nums
CrackingRate= -
testing _set_nums

Horfr, guess_unique_nums A ) 114 5% 0 4 5 90 4E R &
IS testing_set_nums IR LA E 09104 BEL,

X100 % 14

4.4 ZBWHERSHW

A3 Al RockYou Il % 4 Yl 4 PCFG, PassGAN, seq-
GAN Fl AC-Pass # B, S T 42 0F 52 5 25 5 49 o] 58 1k, seq-
GAN Fl AC-Pass B9 WU G515 & (AL 36 T W0 4R ) 10 & 42 50
i YIRS SEAR AR R] , =22 J5 45 A5 AL 43 1) A il 9 X 10°
K/ANEY RS I L 3 7F RockYou it 4 9 47 03k, 45 R 5% 2
Figl. T LA H LA SCHR Y AC-Pass #680 f) 114 % i 2R 0
i T PCFG 8, 254 K /N R 1. 3X10° i}, AC-Pass #
HIFE Rock You Ml 85 b 0B f# 3R ml 3k 20. 002 %6 , B 9K T 4K
ALY PCFG BERIAE [F] — B iR N 2 E R T K4 4X10°4-H
A ARTE g B g (3G RO G A 1 R AT L X 2 A 1 A UL AR
TR EZ W N, AN, AT PCFG #ERLE 3L T 1 4 1 458
TR E N A S, T EEM R, AR DA R AR, AC
Pass AU AT DL5E 4 B 322 2] 14 4 (9 25 [8] 43 A WA, 26 Bl K
WO ESMMEENATERE 04,

F 2 AFBERY R A AR X L (Rock You MK 4)

Table 2 Comparison of password cracking rate of different models

(RockYou testing set)

Model Guessing set Cracking rate/ %
PCFGL™ 9% 108 19. 955
PassGANC17] 9108 8.692
seqGANE 9% 10° 16.563
AC-Pass(ours) 9108 18. 426

2 2 AT 45, seqGAN HE R ) 1% i R 458 PassGAN $2 /5
TR 90% . AC-Pass BT 1 % ff S 45 PassGAN #2557 K
25 112% , W] AC-Pass #E B fll seqGAN A 5 %t 11 4 5 31 4
WO FEFE S A B T/ GANs BB A R 0 A %, 5
seq GAN LAY v )51 g5 X5 14 5 5 A il ik P 3 0 A ) 2 48 5
AH LG s AC-Pass BEBIIE N T # {8 9 4% Critic, 1] 51 &5 — 2 3
AT B A P B AR LA R Y R S D AR R L seqGAN 1215
TRY 1%, X F W AC-Pass 1A% 114 Fp 31 A i 72 19 5
1636 S HE— B /N T 3T GANSs 055 1 455 80 A il 11 4> 114 g
ZLRE T U RACR . BJE XA R R /N B 5 4 1
X AC-Pass, PassGAN, seqGAN H 1 (1) 171 4 5§ fift 35, 45 3 40
&1 3 BT Bl 14 % 00 4R 1) 398 K il e R 0 S L S e g K
FRZ K, AC-Pass 5 PassGAN Fl seqGAN 2 [&] [
AR ZE MR K, L3R 3 WA, AC-Pass #
RUA BN 1A 5 25 |, R LLTTT, B 2 A i 1 R
AC-Pass BB B s it — B K, H4r & T PassGAN Al
seqGAN 1) 1% %,

18 { —® AC-Pass(ours)
-m- seqGAN!
16 { —*- PassGAN!

Cracking rate/%

| 2 3 4 5 6 7 8 9
Number of Guessing Set/10®

B3 R [l R AN ) R /N 4 L 1 e fie 2R
Fig. 3 Cracking rate of different models on guessing sets with

differernt sizes
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%3 RJH AC Pass B 0 R T8 114 4R %5 RIBURA 04 B % L (CSDN W)
Table 3 Number of unique passwords generated with AC-Pass Table 5 Comparison of password cracking rates of different models

model

Number of generated Number of unique

passwords passwords

9108 218589897
1.1x10° 253806510
1.3%10° 287258773
1.5%10° 319280991
1.7%x10° 350100980

N iE— BT AC-Pass B[ O 4 15 1 GE 51, A SCHE 5
YR 1 4 23 8] 43 4 25 55/ S5 I it 4 LinkedIn Il
TR 1 W A5 7 A A A (Y R R R S5 R AN SR 4 gl T L
F it PCFG 1 114 B i F 5 5 » AC-Pass IRZ ., 5 [ I I3
£ (B RockYou i #2) M1 e . PCFG #% % ¢ LinkedIn P it
£ ER O A R R A /NIR T B, AC-Pass, seqGAN, Pass-
GAN T B Wi B2 48 K A0 7 SC 2 /Y AC-Pass 5 2L (1 % figt
FAA L PassGAN R E 729 117% AH I seqGAN 25 T 4
1%,

F4 ANIRBREY A AR5 H (LinkedIn M35

Table 4 Comparison of password cracking rates of different models

(LinkedIn testing set)

Model Guessing set Cracking rate/ %
PCFGL™ 9% 108 15.703
PassGAN-'™ 9108 1,425
seqGANL 9% 108 8.601
AC-Pass(ours) 9% 10% 9.592

HESYIGE OS5 0 i 22 BB AR EN L E—
CSDN {4 b % 45 A58 7 i A7 D03, 25 SR an 3% 5 Fr g, vl LA
i AC-Pass ERI ) 1A 1 A 26 05 i 15 M B el . Horp
AC-Pass BRI it 24 1L PCFG BBI4R 55 T 249 21% , M 1L
PassGAN il seqGAN # #I 43 I #2785 T 56 %0 1 121% . KT
PCFG B BIAE RockYou M % F1 LinkedIn WX 4 b /% % A
REE T AC-Pass BE ,7E CSDN Wik 58 b A4 B i R 5K T
AC-Pass BT, R4 38 KB 1.1 X 10" B, AC-Pass 5
PCFG 7£ CSDN i 4 | /Y F 4 0 ff 3 43 0 O 4. 461 %6 Al
3.839% . AC-Pass 1Y 1 2B BRI " T PCFG, Iy T #HEBR
CSDN 1445 (9 ¢ ok o, SR AT 38 m 7 w9 A [ oy il 88 101 4 4
Weibo #l 7TK7K™ , # Bl Weibo fil 7TK7K 144 K B 1E 6~
10 Z B AT E 1A R LA 0038 PCFG il AC-Pass £
RUA 5 fif M RE L 25 R N3 6 FT4], MR AT, AC-Pass B8 7F
Weibo fl 7K7K 144 F AR FLm T PCFG #AL, ZJ5
SR T AE 3.5 X 10" A5 M 4E | PCFG A%} Weibo A1 7K7K
P4 SR RE P RE . 4 3k 7 Br s, Pk 6.k 7 Al g,
% F Weibo A1 7K7K ik £ . AC-Pass #E A £ 1. 7 X 10° 45 I
i FHmEM R E T PCFG BRI AL 3. 5X 10° 15 M 48 k- Y 1 1
BB A L I R R SN o Y m R B R E =X N
A A SCHE A AC-Pass BT R B T b PCFG 5147 19 175 fif
PERE . 5 Z . AC-Pass B RI7E 0 4 25 8] 43 1ii 22 5+ 5 K W9 4
filtAE 55 L HA — & 1R

(CSDN testing set)

Model Guessing Set Cracking Rate/ %
PCFGL7] 9% 108 3. 441
PassGANH7 9x10% 2.673
seqGANL 9x10° 1.887

AC-Pass(ours) 9% 108 4.175

# 6 AC-Pass 55 PCFG B 14 0 fift SR 4 L
Table 6 Comparison of password cracking rates of AC-Pass and

PCFG models

Password Testing Guessing . AC-Pass
PCFGL™
Source Set Set Cours)
Weibo 1519929 1.7%10° 8.709 27.523
7K7K 1361661 1.7x10? 7.861 26. 288

7 PCFG BAIE 14 W R (Weibo. 7TK7K JMiX4E)
Table 7 Passwordc racking rates of PCFG model(Weibo,
7K7K testing set)

Cracking Rate/ %
13.471
11.721

Password Source  Testing Set
Weibo 1519929

7TK7K 1361661

Guessing Set
3.5x10°
3.5%10°

Joit /&7 LinkedIn P £8 i & CSDN ik £ , AC-Pass
TR BB i R AR B T PassGAN Hl seqGAN 1, X 78 43 ¥
H1T AC-Pass $88%F 14 Fe 81 A il B 09 3R AL 48 S RES A
RO /N LT GANs B A i 104 09 D 2% . 32 85 125 i sk
R, BATHE— LA ILF 2.5 4 T 5 £, 5 RockYou Ili
£ F W R M B, PassGAN, seqGAN, AC-Pass # % 7§
LinkedIn M 30EE 1 14 % g 56 °F [ 72 i B A 41 45 . {0 7 CSDN
DR b0 M A 22 °F B B2 3 AH 22 38 K, Hob seqGAN IR K,
AC-Pass IRZ ,PassGAN #/)h, X A fE & K, KR [F T Pass-
GAN R4 T 4 e i 58 % 0 A 38 5 45 % W 2%, seqGAN T AC-
Pass J& X Az 50 26 26 i 10 4 5 310 1 o R AT 48 5. vl DL 2E )
S T AR ¥ 11 4 43 i) 43 A BUAE, I seqGAN Fl AC-Pass
BRI FE CSDN M4 |- 1A e R R R R K.

RAR T AR SCHR A 3 TSR AR A 2T Y A R A A
AC-Pass AN [] 500 38 4 A0 S5 05 00 3 4 09 T i SR v
PassGAN Hl seqGAN #L A, 1 H 78 5 Il 45 4 25 [8] 43 #ii H 22 52
KRS E R B I PCFG 9 I B9 5% g v R . 59 41, AC-
Pass 5B 4 K (9 04 i 25 8], Bl A B 4 80 B i 3
% , AC-Pass B Bk fift RIF LK, X T AC-Pass 42 %Y
5500 3 2 VE T A 17 4 LB DA 8 RO 236 2 o i ik #8812 5
F4 %G 20 0 A 098 B : S M.

R AP T —Fh T oAb S 00 145G AR A
AC-Pass, AC-Pass #8044 14 ¢ 81 A4 i B 8 201k 5 /R
A vk SR ot A L a0 1R 0 4% R K B I 4 4 5 0 A R R
W 1 T o ST % 114 7 8 AR W R SR AR S . A
P T BT GANSs (19 1714 %5 ff 850 A0 0 5 % 250 %, 17 ELAH L
PCFG i, iy $2 455 50 77 5 9 i 4 25 6] 0 A 22 e ki 0 4
B LRI T HEAF RS AR TERE . ARk LA RIEA SN O
A 15 1% 7 15 BUBT 0 A 25 I 2% A A il B AC-Pass AR, D)
T 2 S 4 A Rl S A R, iE— 25 4R T AC-Pass f5 7
it 14 CRLEG AN TR B 114 [R5 0 F 40 1 15 ik e
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